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Abstract. We presert a semartics for fault tree analysis, a technique
used for the analysis of safety critical systems,in the real-time interval
logic Duration Calculus with Livenessand show how properties of fault
trees can be chedked automatically . We apply this technique in two exam-
ples and show how it can be connectedto other veri cation techniques.
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1 Intro duction

In this paper we bring together the two worlds of safety engineeringon the one
hand and real-time model-chedking on the other hand. We presert an approach
of using model-cheding to determine whether a fault tree is designedproperly.
Fault tree analysis[VGRH81] is a technique widely usedby engineersto analyse
safety of safety-critical systems.Originally, it did not have a formal semartics
and relied on the expertise of safety engineers.Recerly there have beense\eral
attempts to de ne a formal semartics for fault trees [RSTOO,Han96]|. In this
paper we go one step further and shov how to combine the fault tree analysis
with real-time model-cheding.

Both parties benet from this combination. From the point of view of the
safety engineerformal models and proofs by model-cheding raise the quality of
safety analysis. The aim is to make implicit assumptionson the behaviour of the
system explicit and to discover problemsthat have beenoverlooked. Sowe add
extra redundancy to the safety analysisitself.

On the other hand, model-cheking benets becausethe formal model is
compared with the fault tree that is created from the system independerily.
Additionally , the knowledge of the system which is presert in the fault tree
can be usedto simplify the veri cation process.Instead of verifying one complex
property of the whole system,we decomposethe property into simpler properties
of subsystemsusing fault tree analysis. Then we verify that the decomposition
is correct and nally show that the simple properties hold.

As the underlying formalism we useDuration Calculus with LivenessDCL)
[Ska94], which is designedto describe and reasonabout real-time systems.As the
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operational formalism for model-chedking we usePhaseAutomata [Tap01,DT03]
becausethey have a semartics in Duration Calculus. Since we de ne the fault
tree semariics in Duration Calculus with Liveness,too, we completely stay in
this formal framework.

As an example consider the fault tree in gure 1. Let it be designedfor a
systemin which arelay K2 cortrols a pump which pressurizesa tank. We assume
that the tank will burst if the contacts of relay K2 are closedfor more than 60
seconds.The fault tree decomposesthis event and states that if it occurs then
either an electromagnetic eld (EMF) must have been applied to the coil for
more than 60 secondsor erroneously the relay does not open. The aim is to
verify that this is in fact true. To this end, we create an operational model of
our relay to expressour assumptionson its behaviour. We formalise eat event
givenin the fault tree by a formula in Duration Calculus with Liveness.In this
examplelet E1; E; and E3 betheseformalisations. We can be surethat no cause
of the event E; is forgotten if the implication E; ) (E2_ E3) holdswith respect
to our operational model M of the relay. Soin fact we have to verify

(M "E1)) (Ez2_Es):

This is done by translating ead formula and its complemert into a Phase Au-
tomaton. Let thesePhaseAutomata be called Ag1;Ag2;Agz and A. g1, A g2,
A. e3. We ched whether there is a run of the model M which is also possible
for Ag1, A. g2 and A. g3. If this is not the case,the implication is true. Thus
no causesof the event E; have beenoverlooked.

E. | K2 relay contacts closedfor
Y| t> 60sec
I
1
EMF applied to K2 relay at K2 K2 relay fails to open
coil for t > 60 sec
E2 E3

Fig. 1. Example of decomposition

In this paper we give precise semarics of fault trees to expressthat a fault
tree is well designed.Apart from the or-connective consideredin this example
the other connectives that may appear in fault trees are also treated. For a
subclassof DCL formulae which is relevant for fault trees we give algorithmic
constructions of Phase Automata. And we showv how they can be composedso
we can use model-cheding to establishthat the fault tree is well designedfor a
given model of the system.

The rest of this paper is organisedasfollows. In section2 and 3, weintroduce
Duration Calculus with Livenessand Phase Automata. In section 4 we give a
semartics for fault treesin Duration Calculuswith Livenessln section5 we show
how properties can be model-chedked automatically using PhaseAutomata. This
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approad is applied to one examplein section 6 and one casestudy in section7
where we designand verify a more complex system. We integrate the fault tree
analysis into a veri cation processwith PLC-Automata [Die0O(] which can be
directly compiled into software for embeddedsystemsand into timed automata.

2 Duration Calculus with Liv eness

Duration Calculus (DC for short) [ZHR91] is a real-time interval logic which
allows reasoningabout durations of states. As the properties which will be im-
portant for fault treeswill be livenessproperties, we usethe extensionDuration
Calculus with Liveness (DCL) [Ska94], which intro duces special modalities to
expressreal livenessproperties.

Real-time systems are described by a nite number of observables(time-
dependert variables) which are denotedby X;Y;::: and interpreted by an inter-
pretation | which assignsto eat obsenable X a function | (X) : Time! D.
Here Time is the time domain { in this casethe real numbers { and D is the
nite domain of the obsenable. Additionally we userigid variables denoted by
X;y;::: and valuations V which assigna real number to ead rigid variable.
State assertions are generatedby the grammar

2= 0jljX =cj: 1) 1M 2

and describe the state of the real-time systemat a certain point of time, with
the semartics:

(

OI=0 1O=1% IX=ky= - ' POk
0 otherwise

and the usual de nition for the propositional connectives. Durggon terms are

either rigid variablesor derived from state assertionsusingthe operator; their

semartics dependson an interpretation |, a valuation V, and an interval [a; b],

and is de ned by

R R
IXI(V; fasbl) = VO 1L PI(V;[sk]) = o1 [PI(t)at
Duration formulae F are generatedby the grammar
Fo=p( 1 n)jFyFajFr FojFr Foj:i FrjFi M FojOxF jOXF

and are evaluated in a given interpretation |, a valuation V, and a time interval
[a;b]. The symbol p denotesa predicate symbol like =; ; . In general, the
meaning of a predicate p is given by the interpretation and denoted by p; .
A formula F1;F, holdsi the given interval can be \chopped" into two parts
such that F; holds on the left part and F, on the right part. The expanding
modalities and allow an expansionof the interval to the left respectively to
the right. Additionally to negation and conjunction we allow quanti cation over
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rigid variables and obsenables. Other propositional connectivescan be de ned
as abbreviations. Formally,

|

L Vi[ashl = Fa Fao i 9k 2 [a;b:1;V;[a;k]F F1rand 1 ;Vi[k; b F F2
I;Vi[a;blF F1 F2 i 9k b:lI;V;[a;k]F Frand | ;V;[bk] E F2
I;Vi[a;blF F1 F2 i 9k a:l;V;lk;alF Frand 1 ;V;[k;b E F2

The de nitions of the remaining connectivesand quanti cations over rigid vari-
ables and obsenables are like in rst-order logic. Additionally , the following
abbreviations will be used:

R

R
1 (length of the interval) dPe P="72">0

1S
1S

3F (tr ue; F; tr ue) (somewhere) 2F 3. F

1S

3.F d (true;F;true) true (evertually) 2_F : 3L F (always)

3 Phase Automata

As an operational model for real-time systemswe use PhaseAutomata [Tap01],
which possess formal semartics in DC and allow model-cheding using the tool
Moby/DC [DTO03] . The intuition is similar to Timed Automata [AD94].

A PhaseAutomaton A = (P;E;C;cl;s;d;Pp) consistsof nite setsof states
P, and clocks C, atransition relation E P P, and a set Py of initial states.
The function cl assignsa set of clocks to ead state, the function s assignsa state
assertionto ead state, and the function d assignsto eadt clock a time interval.

A PhaseAutomaton can stay in the presen state only if the state assertion
holds. Additionally , for eadh clock c the amourt of time the automaton stays in
statesin ¢l *(c) must be within the interval given by d(c).

In gure 2 we presert an example of a Phase Automaton modelling the
formula 3 (dPe”™ 4 < *;dQe” 3 < 7). The open intervals (0;1 ) and (4;1)
expressthat the automaton may stay in s and s; arbitrarily long but has to
leave these states eventually, whereasthe interval (3;1 ] allows the automaton
to stay in s, forever.

true dPe dQe true

(c]©:1)) (c]41)) (c](B:17)
Fig. 2. Phase Automaton for 3 (dPe”™ 4< *;dQe” 3< )
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3.1 Semantics

The semarics of a Phase Automaton A is de ned in terms of one big DC
formula. It encadesthe behaviour using one fresh obsenable ph, , which ranges
over the state spaceof the automaton. The subformulae model the initial states,
the successosstate relation, and the clock constraints. To give a a vour of these
formulae we just presert one of them. It expresseghat it is impossibleto stay
in a set of states which belongto the sameclock ¢ longer than the upper bound
givenin the clock interval d(c). It encadesthe progressof the automaton.

o — N
D (A) = :3(d phy = pe” = > d(c))
p2cl 1(c)

3.2 Mo del-Chec king and closure under complemen tation

The model-chedker Moby/DC [Tap01,DT03] chedks whether a set of Phase Au-
tomata running in parallel have a common run. To exploit this, we use the
following automata-theoretic approac to model-chedking. We model the system
to be chedked by a set of PhaseAutomata. The property which is to be veri ed
is negated.For this negatedproperty we also construct a PhaseAutomaton and
ched whether there is a run which satis es both the model of our system and
the negatedproperty. If this is not the case,the property holds. Unfortunately,
Phase Automata are { like Timed Automata { not closedunder complemena-
tion. Therefore we will haveto restrict ourselvesto a subsetof PhaseAutomata
that permits complemeration.

4 Fault Tree Analysis

Fault tree analysis (FTA) [VGRHB81] is an engineering technique to identify
causesof systemfailures. Its main area of application are safety critical compo-
nens in nuclear and aviation industries. Starting with an undesiredevent (called
top-event) all possiblecauseg(called sub-eerts) areidenti ed. Thesecausesare
joined using and and or gatesto the top-event depending on whether all everts
have to occur to yield the top-event or whether one ewvernt is sucient. This
procedureis iterated until a given granularity is reached. Events that are not
dewveloped further are called basic-ewents. In gure 1 we gave an example taken
from the Fault Tree Handbook [VGRHS81] in which for one event two possible
causesare identi ed. We usethe notation de ned by the IEC 61025 standard
[IEC93].

4.1 DCL Semantics

In order to use model-cheking techniques to verify that a fault tree is con-
structed properly and to combine it with other formal techniquesin one veri -

cation processwe need a formal semariics. Originally, there was no formal se-
mantics [VGRH81] but there have beenseweral attempts [Han96,BA93,RSTOQ]
to de ne onein order to avoid ambiguities.
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Events. Events are formalised by DCL formulae. Gorski [Gor94] divides the
events occurring in fault trees into three groups. So we will restrict ourselves
to DCL formulae for these groups and give a DCL formula pattern for ead of
them. We require the events to be formalized by such a DCL formula.

3,dera (Reachable state)

3,2, den:3.(ded: ¢ (Final state/Deadlock)

3i(dieta deta T ki dno€Man 1 T by g
dnh,era, ) (State sequence)

where 2 f<; g ,aandbarerealnumbersand is a state assertion,describing
the system state. Upper bounds for the duration are to be speci ed using the
sequencepattern like 3 (d: ed e® " byd: €). Examplesfor thesetype of
pattern could be:

{ Readabile state: The relay is eventually closedfor more than 60 sec.
{ Deadlock: Oncethe relay is closed,it will never open again.
{ State sequenceEventually the relay is closedfor at least 60 secand is open

for at least 20 secafter that.

Gates. Evernts are joined by gatesto expresstheir dependence.We follow Reif
et al.'s approach [RSTO0Q] and distinguish two kinds of gates:

{ decomposition gateswhich do not imposeany temporal relationship between
the events joined by this gate, and
{ causeconsejuene gateswhich expresstemporal dependencies.

We consider the two decomposition gatesand (*) and or (_) and three cause
consequenceaates. For the asynchronousr (_-acg gate we require the evert to
happen after one of the causeshave happened. For the asynchronousind gate
(" -aco we require the event to happen after all of the causeshave happened.
And for the synchronousand gate (*-scq we require the evert to happen after
all events occurred simultaneously, which meansthat there is a time interval in
which all formulae expressingthe event hold.

After having givenideaswhat events and gatesare, we can proceedto de ne
syntax and semartics for fault trees.

4.2 Syntax
The set of fault treesis de ned inductiv ely as follows.

{ Every basic event E formalized as a DCL formula is a fault tree with top
event E.

{ For anonempty and nite setT of fault trees,agate G2 f* ; _;"-scg
N-acg_-acay and an event E, the term (E;G;T) is a fault tree with top
evert E. As all gate conditions will be assaiative we do not have to impose
an order on the fault treesin T.

We continue to present fault trees graphically and not as a term structure.
According to the IEC 61025 standard [IEC93] we use\&" and\ 1" in the
graphical notation instead of \*" and \_" and omit and gateswith one child.
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4.3 Semantics

For each gate we de ne two DCL proof obligations, one stating that the oc-

currence of sub-ewerts is necessaryfor the event to occur and the other that

they are su cien t. For fault tree T, we de ne in our semartics [T]s to be the

conjunction of all su cien t conditions and [T ]y asthe conjunction of all neces-
sary conditions. The proof obligations for the necessaryconditions are especially

important. They expressthat no cause has been overlooked. If all necessary
conditions can be proved by model-cheding, we call a fault tree complete Ad-

ditionally, if it can be provedthat the sub-ewents cannot happen, it follows that

the evert itself cannot happen.

The precisesemartics is de ned inductiv ely:

{ For every basicevert E we de ne [E]n d [Els g true

[Tls £FE~  [Ts
i=1

[Th SFSA [Tl
i=1

where the proof obligations F$ and FS are given by

M
Fs d Ei ) E (™ -gate: su cien t condition)
i=1
o ALl
Fu = E) Ej (™ -gate: necessarycondition)
i=1
e n
Fs= ~ E ) E (_ -gate: su cien t condition)
i=1
& n
Fs = E) B = (_ -gate: necessarycondition)

For the causeconsequencegates we have to expressthe notion of \after" in
terms of DCL. Sowe have to getrid of the expanding modalities in 3| and use
the substitution f3 | =g which removesthe leading occurrenceof a 3 | operator
from a formula. After this substitution the formula is still a well-formed DCL
formula.

Fg 8 d Ei ) E (" -accgate: su cien t condition)

Fy 2 . (: 3Eif3.=g);Ef3 . =g (” -accgate necessarycondition)
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1%
I's

Fgac Ei ) E (_ -accgate: su cien t condition)
i=1
n
F2c g . (-~ 3Eif3_.=g);Ef3.=g (_ -accgate: necessarycondition)
i=1
m
Fg S g3 L Eif3.,=g ) E (~ -sccgate: su cien t condition)
i=1
m
Fpr S d (:3 Eif3.=09);Ef3.=g (" -sccgate: necessarycondition)

i=1

If the consequencénas already happened due to other causesthe consequence
doesnot needto happen again. Sofor the su cien t condition we do not require
the consequenceo happen after the causes.

5 Mo del-Chec king

The proof obligations preseried in the previous section should be veried au-
tomatically by model-chedking. As one can only prove correctnesspropositions
with respect to a given model, we assumethat a formal model of the systemis
givenin terms of Phase Automata.

Sothe model-chedking problem for a given fault tree T is to ched if a model M
satis es

FM) [Tk
FM) [Tls:

Zhou et al. [ZHS93 showedthat the Duration Calculusis undecidable.As we can
write every DC Formula F astrue) F and this is the necessarycondition of the
fault tree (tr ue;”; (F)) the model-cheding problem for fault treesis undecidable
in general.Soa restriction to a subsetof DCL is unavoidable. Therefore we only
considerthe three classeof everts proposedby Gorsky [Gor94] and restrict the
formulae to patterns givenin section4.1.

If we assumefor the third pattern that two di erent state expressionsoccur-
ring in a DCL formula of that type cannot hold at the sametime, all formulae
matching one of these patterns can be translated into Phase Automata. There-
fore the fragmen is decidable. The expressivnesscan only be evaluated by
considering casestudies which we do in sections6 and 7.

Idea. To verify the gate conditions arising from fault tree analysis they are
translated into PhaseAutomata, too. Model-cheding establisheswhether or not
the conditions hold for the given model. First we presen constructions of Phase
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Automata for eat event pattern of section4.1 and its complemen. After that
we show how the proof obligations arising from di erent gates can be model-
cheded.

5.1 Constructing Phase Automata for Event Patterns

The construction of PhaseAutomata for most of the event patterns of section4.1
is givenin gures 3to 5. Only the construction of the complemen automaton for
the sequencepattern requiresextra attention. For all constructions givenin this
section, we assumethat \ " is the only relation occurring in the DCL formula.
If this is not the case,the corresponding open intervals have to becomeclosed
and vice versa.

true de true

(0](©:1)) (a]@11)
(1st Pattern) (Complemert of 1st Pattern)

Fig. 3. Phase Automata for the rst pattern of fault tree events and its complemert.

d: e d: e true
(2nd Pattern) (Complemert of 2nd Pattern)

Fig. 4. PhaseAutomata for the secondpattern of fault tree events and its complemert.

Complementconstruction for Sequene@ Pattern. In general,PhaseAutomata are
not closedunder complemenation and there are examplesof Phase Automata
for which no complemern exists and which belong to the group of sequence
formulae. To avoid these problems, we require that two state expressionswithin
the pattern cannot be satis ed at the sametime, that is

i~ ; false foralli6ij: (1)

A construction for this caseis su cien t for our casestudies. The detailed
construction is given in the appendix. The restriction to this kind of formula
unfortunately disallows formulae like

3.d: gde” <t;d e
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true d e

(0]©:1)) (c]leasbi] )
(3rd Pattern)

Fig. 5. Phase Automaton for the third pattern of fault tree events.

which describesthat eventually  holds for lessthan t time units. This is the
only way to describe upper boundsin DC. But this simple type of formula can
still be translated although requiremert (1) doesnot hold.

5.2 Decomp osition Gates

Using the Phase Automata constructed in the previous subsection,we can ex-
pressthe negation of the di erent proof obligations by a set of PhaseAutomata
as presened in table 1. Then we ched if this set of Phase Automata hasa run
together with the Phase Automata model M of our system. If this is not the
case,the proof obligation is veri ed. In table 1, A denotesthe complemeri of the
Phase Automaton A, k denotesthe parallel composition, and _ the alternativ e.
The alternative A1 _ A, is {lik e for nite automata{ just the union of the two
Phase Automata, where the name-spacesre disjoint.

Condition Set of _PhaseAutomfata
(Negation of Condition)

Fe = V;Ll Ei ) E|AekAg,k:::KAg,

Fu = E) Vi”:1 Ei |Aek(Ae, _:::_ Ag,)

Fs = W,.":l Ei ) EAek(Ae, _:::_Ae,)

Fs = E) W,.”:l Ei |AekAg,k:::KAE,

Table 1. Model-chedking gate conditions

5.3 Cause-Consequence Gates

To perform model-cheking for cause-consequencgates, we use the same au-
tomata constructed above, but imposea new obersenable Syn to synchronise
the automata and expressthe temporal dependenciesObviously the secondpat-
tern expressinga nal state cannot be regarded as a causefor an event which
takesplace after this event, sowe do not considerthis type of pattern for cause-
consequenceates.
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Asynchronous Gates. The su cient condition is the same for asyndironous
cause-consequencgatesand for the decomposition gates.

To ched the necessarycondition we construct a setof PhaseAutomata which
allow all runs which violate the property. For the and-gate condition

Fy 2 g. (: ., 3Eif3=g;Ef3_=g) the construction is as follows:

1. Let Syn be a fresh boolean obsenable.

2. Construct the union of Ag,;:::;Ag, . The semartics of this automaton is
the set of all runs in which at least one formula E; is not true. Add the
assertionSyn to every state. Add a new state py e With the assertion: Syn
and transitions from all other statesto this state. So Syn is tr ue aslong as
at least one formula E; is not satis ed.

3. Construct the automaton Ag and replacethe condition tr ue in the rst state
by Syn and add the assertion: Syn to all other states. SOE hasto be true
nally and Syn must hold before, so at least one formula E; has not been
true before.

The construction for or gatesis similar, exceptthat in step 2 instead of the union
the parallel composition is used.

Synchonous Gates. Again, cheding the su cien t condition is very easyand is
skipped here. The necessarycondition for syndhronous and gate describes that
an event occursonly if the sub-ewents occur at the sametime, which meansthat
seweral state assertionshold in the sameinterval. Therefore we only consider
caseswhere the formulae E; for the sub-ewerts are of the rst type3,.d (Den
al®

1. Let Syn be a fresh boolean obsenable.

2.C struct an automaton for the complemert of the formula 3 | (d L ( Me
A (@b ) using the construction in gure 3. The semartics of this
automaton is the set of all runs in which not all state assertionsare true
simultaneously. Add the assertionSyn to every state. Add a new state py ye
with the assertion: Syn and transitions from all other statesto this state.
So Syn is true aslong asnot all state assertionsare true on the sametime
interval.

3. Construct the automaton Ag and replacethe condition tr ue in the rst state
by Syn and add the assertion: Syn to all other states. SOE hasto be true
nally and Syn must hold before, which meansthat beforehandat no time
interval all state assertionsin Eq;:::;E, have beentr ue.

6 Example { Pressure Tank

We apply our approac to the classical pressuretank example [VGRH81]. In
the original work, the fault tree analysisis done completely manually; no formal
techniquesare considered.We presert the scenario,a part of our formal model of
the system,the rst part of the fault tree, and explicitly ched onegate condition.
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Fig. 6. Pressure Tank System

6.1 Scenario

The pressuretank systemshown in gure 6 consistsof three parts: a pressure
tank, a pump-motor deviceand an assaiated cortrol systemto regulate the op-
eration of the pump. We usethe following assumptionsof the system[VGRH81]:

{ It takes60 secto pressurisethe tank.

{ The pressureswitch contacts are closeduntil the threshold pressureis reached.

{ Thetank is tted with an outlet valve which drains the ertire tank in neg-
ligible time. The valve is not a pressurerelief valve.

Then the operation of this systemis as follows:

{ Initially the systemis dormant: the switch S1 contacts are open, the relay
K1 contacts are open, the relay K2 contacts are open and the pressureswitch
is closed.

{ Pressingswitch S1 starts the system. Power is applied to the coil of relay
K1, closing K1's cortacts, sothat relay K1 is electrically self-latched.

{ The closureof relay K1 applies power to the coils of relay K2, causesrelay
K2's cortacts to closeand starts the pump.

{ When the threshold pressureis reached, the pressureswitch contacts open,
deenergisethe coil of relay K2, causerelay K2's cortacts to open and stop
the pump.

{ The timer relay serves as a fall-back device if the pressureswitch fails to
open. After 60 secof continuous power application to the timer relay, the
cortacts open, deenergisethe coils of relay K1 and causesits contacts to
open. Then the coil of relay K2 is deenergisedjts contacts fall open and the
pump is stopped.
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6.2 Mo delling
We usethe following obsenablesto model the state of the pressuretank system:

{ tankstate ranging over the setfempty;fill;f ull; rupturegto model the II-
ing state of the pressuretank.

{ flowstate ranging overf f low; nof lowg to model whetherthe uid is pumped
into the tank or not.

{ K2Coil ranging over f K 2EM F; K 2noEM F g to model whether there is an
electromagnetic eld on the coil.

{ K2Contacts ranging over f K 2open;K 2closedy to model whether the con-
tacts are open or closed.

For simplicity, additional obersenablesfor the states of the other componerts
are skipped here. Phase Automata are usedto model our assumptionson the
behaviour of the system. The onespreserted in gure 7 to gure 9 model the
operation of relay K2, the tank and the assumptionthat the tank will not with-
stand more than 60 secof continuous ow. The possiblefailure of relay K2 is
modelled by an extra failure state. The rest of our systemmodel is again skipped.

L 1 T
(op)

o )
cl ) (ai)
dK2EMF A K2Closece d: K2EMF ” : K2Closece d: k2EM F ~ K 2Closece

Fig. 7. Phase Automaton Ak, modelling Relay K2

dN oFlow” Emptye dFlow” Fille dFlow” Fulle drFlow” Ruptur ee

Fig. 8. Phase Automaton Awnk modelling the behaviour of the tank.

|
ow @

df low” : ruptur ee d: f low_ rupturee

|
|
(0;60]

Fig. 9. Phase Automaton A urime t0 model certain rupture after 60 secof contin uous
ow.
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6.3 Fault Tree Analysis

Figure 10 preseris a simpli ed and shortenedversion of the fault tree developed
by Veseleyet al. [VGRH81]. Additionally , we have annotated every event with
its DCL formula.

| Rupture of pressuretank | E; = 3 (druptur ee)
|
Pump operates cortinuously for E, = 3, (f lowe” " > 60)

t > 60 sec
K2 relay cortacts closedfor
t > 60 sec
' 7] Es= 3.(dK2closece” " > 60)
EMF applied to K2 relay at K2 K2 relay fails to open
coil for t > 60 sec
Esz1 = 3. (K2EMFe” " > 60) Esz = 3. (d: K2EM F " K 2closed®)

Fig. 10. First part of fault tree for pressuretank system and the event \Rupture of
pressuretank”

6.4 Verication

We are going to verify that the decomposition at the or gate is correct with
respect to our model of the system. That meansthat the Events E3; and E3;
are necessaryfor evert E3. To this end, we have to ched the validity of

M) (Ez) (Eai_Es))

where M is our model of the system in terms of Phase Automata. Therefore
we usethe construction given in section 5 for the rst pattern to obtain Phase
Automata Ags;A. g31;A. g3z representing E3, : E3; and: E3p asgivenin gure
11 and ched whether they have a common run together with the automata of
our system model. In fact we only need Ak, of our model to prove this. The
answer is obtained in 1.2 secondsusing the tool Moby/DC.

This result holds only becausewe have neglectedthe time the relay K2 takes
to openits cortacts. If we consideredthis in our model, the implication would not
hold any longer. Using this technique the engineerhasto put all her assumptions
on the behaviour of the systemin the formal model which addsadditional safety
as implicit assumptions are discovered. On the other hand, the engineercan
easily alter the model and chedk whether the fault tree remains correct under
di erent assumptions.
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Fig. 11. Phase Automata corresponding to the events Ez;: E3; and : Ex

7 Combination with other Mo del-Chec king Techniques

In the previous section we have shovn how an engineercan benet from the
combination of fault tree analysisand real-time model-cheding. In this section
we look at the prot gainedfrom the model-chedking point of view. We demon-
strate how fault tree analysis can be usedas a decomposition method to allow
model-cheding of larger systems.The casestudy is the singletrack line segmen
[STLO1].

7.1 Scenario

Two trains drive on the tracks showvn in gure 12. On the outermost track the

trains may go clockwise and on the innermost track counterclockwise. In the

critical sectiontrains may go in both directions and may changetheir direction

once.The task is to designa distributed cortroller ensuringthat no collision may

happenin the critical section.Each componert of the cortroller hasthree sensors
(S) attached and cortrols one light signal (L) and one point. This cortroller has
to allow two trains to passthe critical section one directly after the other. In

this casethe rst train may not changeits direction.
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Fig. 12. Single Track Line Segmen Scenario
7.2 Design

We built areal-life model of this casestudy using the Lego-Mindstorms and the
open source operating system BrickOS We designedthe cortroller using PLC-
Automata [Die00], which alsohave a sematrtics in DC. Using the tool Moby/PLC
[TD98] these automata can be compiled into ST-Code for Programmable Logic
Controller, into C++ Code for BrickOS (Lego-Mindstorms), and into Timed
Automata [AD94]. We usedthe compilation into C++ Code for BrickOS.

7.3 Verication

The goalis to verify that two trains do not collide in the critical section. The ob-
vious idea would be to compile the PLC-Automata for the distributed cortroller
into Timed Automata. Then one would model the environment using Timed
Automata, and nally usethe model-chedker Uppaal [BBD * 02] to verify that a
collision in the critical sectionis impossible.But the model is too complex and
hencedirect model-cheing failed. Soinstead we choosethe following approac
which is sketched in gure 13.

We perform a fault tree analysis with the top evert \collision of two trains
in critical section". In the fault tree this top-evert is iterativ ely decomposed
until we obtain a number of basic events. For eact gate in the fault tree we
apply the technique described in section 5, i.e. we translate the events into
Phase Automata and verify, using Moby/DC, that for each decomposition the
sub-eernts are necessaryfor the upper evert. The fault tree for this example
consistsof 38 events and 27 gates. It turns out that due to symmetry only 14
gate conditions have to be cheded.

For each basic event we verify that it cannot occur. First, all basic everts
in which the rst of two subsequen trains turns around in the critical section
may not occur, simply becausethis behaviour is forbidden by the speci cation.



538 Andreas Scheafer

PLC-Automata
N\
completeness ‘,‘ ?
verified using
MobyDC ’ .‘
FTA > compiled using MobyPL(

Tﬁﬁfm? T e

extra assumption: ./ / / "Two Token" impossible hd !
The first of two subsequent verified using Timed Automata C++ Code for
trains may not turn. Uppaal / Lego Mindstorm

Fig. 13. Verication approach

Second,all other basic events are simple enoughfor automatic veri cation. We
show that they cannot occur in the distributed controller modelled by PLC-
Automata. To this end, we useMobyPLC to compile theseautomata into Timed
Automata which are then cheded by Uppaal againstthe basiceverts. Sincenone
of the events is possiblein the cortroller model, we concludethat the top-event,
i.e. the collision, doesnot occur.

Modelling. Our formal model of the singletrack line segmei systemin terms of
Phase Automata describesthe topology of the tracks and the movemert of the
two trains.

Experimental Results. The veri cation that a basic event cannot occur took
1:04:37 h for the hardest one. We used Uppaal (Version 3.2.11) on a Dual-
Pertium with 450 Mhz and 1 GB RAM. Cheding ead gate condition takes
about 10 secondson a Sun Ultra-1 with 384 MB RAM using Phase Automata
and Moby/DC.

8 Related Work

There are sewral approachesto de ne formal semartics for fault tree analysis.
Specialtimed transition systemsand a rst orderlogic with special predicatesare
introduced by Gorski [Gor94]. Dugan et al. [DBB93] intro duced Markov Mod-
elsto resolve ambiguities. Bruns and Anderson [BA93] usea modal -calculus
sematrtics to ched the validity of formal system models.

Hansen[Han96] givesa Duration Calculus semartics and usesfault tree anal-
ysisto derive safety requiremerts from a givenfault tree. However, the work does
not considerwhether a fault tree is constructed properly.

In the FORMOSA project [RST00,STR02] sematriics in Duration Calculus,
CTL andITL are considered.Discretetime model-cheding, using Raven[Ruf01]
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and SMV, and fault tree analysis have beenapplied to seweral casestudies but
they are usedrather independertly and not tightly integrated; further integra-
tion is one aim of this project. Currently embedding fault tree analysisin the
interactiv e theorem prover KIV is faced.

The ESACS project (http://www.cert.fr/esacs/) usesfault tree analysisand
model-cheding in di erent areas.lIt is usedfor test-casegeneration from fault
trees and for compilation of mode automata into a boolean formula, which is
preseried as a fault tree. Furthermore a tool for the automatic generation of
fault treesfrom a statemate model is dewveloped. But neither order of events nor
time is consideredin current versionsof this tool.

9 Conclusion and Future Work

We have shovn how fault tree analysiscan be turned into a formal method and
how model-cheding can be applied to prove necessaryand su cien t conditions
of this analysis. In the casestudy we integrated fault tree analysis with two
other formal techniques, PLC-Automata and Timed Automata, to verify a larger
system.

In our future work we would like to investigate whether we captured all usual
casesf evernts which might occur in fault trees. We alsowould like to implement
tool support. This tool should compile a given fault tree into Phase Automata
and ched which gate conditions hold and which do not. Translation into other
operational models like Timed Automata may also be considered.

Ac knowledgemen ts

Our paper is inspired by the work of W. Reif, G. Schellhorn and A. Thums
of Augsburg University. The author thanks E.-R. Olderog, H. Dierks, and M.
Moeoller for draft-reading earlier versionsand many helpful remarks and the mem-
bers of the group \Correct System Design" at Oldenburg University for fruitful
discussionsand commerts.

References

[AD94] R. Alur and D. L. Dill. A theory of timed automata. Theoretical Computer
Scienae, 126(2):183{235, 1994.

[BA93] G. Bruns and S. Anderson. Validating safety models with fault trees. In
SAFECOMP '93: the 12th international Conference on Computer Safety,
pages21{30. Springer, 1993.

[BBD* 02] G. Behrmann, J. Bengtsson, A. David, K. G. Larsen, P. Pettersson, and
Wang Yi. Uppaal implementation secrets.In W. Damm and E.-R. Olderog,
editors, Formal Techniquesin Real-Time and Fault-T olerant Systems2002,
volume 2469 of LNCS, pages3{22, 2002.

[DBB93] J. B. Dugan, S.J. Bavuso, and M. A. Boyd. Fault trees and markov models
for reliablilit y analysis of fault-tolerant digital systems. Reliability Engi-
neering and System Safety, 39:291{37, 1993.



540 Andreas Scheafer

[Die00]

[DTO3]

[Gor94]

[Han96]

[IECO3]
[RSTOO]

[Rufo1]
[Sch02]

[Ska94]

[STLO1]

[STRO2]

[Tap01]

[TD98]

H. Dierks. PLC-automata: A new class of implementable real-time au-
tomata. Theoretical Computer Science, 253(1):61{93, 2000.

H. Dierks and J. Tapken. Moby/DC { atool for model-chedking parametric
real-time speci cations. In H. Garavel and J. Hatcli, editors, Tools and
Algorithms for the Construction and Analysis of Systems2003, volume 2619
of LNCS, pages271{277, 2003.

J. Gorski. Extending safety analysis techniques with formal semartics. In
F. Redmill, editor, Technology and assessmentof safety-critical systems:
proceedings of the Second Safety-Critical Systems Symposium, pages 147{
163. Springer Verlag Berlin, 1994.

K. M. Hansen. Linking Safety Analysis to Safety Requirements PhD thesis,
Institut for Informationsteknologi, DTU Lyngby, 1996.

IEC 61025: Fault tree analysis, 1993.

W. Reif, G. Sdchellhorn, and A. Thums. Safety analysis of a radio-based
crossing control system using formal methods. In Proceedings of the 9th
IFAC Symposium Control in Transportation Systems 2000, June 13-15,
Braunschweig, Germany, 2000.

J. Ruf. RAVEN: Real-Time Analyzing and Veri cation Environment. Jour-
nal of Universal Computer Science, 7(1):89{104, January 2001.

A. Schefer. Fault tree analysis and real-time model-chedking. Master's
thesis, University of Oldenburg, 2002. in German.

J. U. Skakkeb k. Livenessand fairnessin duration calculus. In B. Jonsson
and J. Parrow, editors, CONCUR"94, volume 836 of LNCS, pages283{298.
Springer-Verlag, 1994.

Practical course real-time systems: Final report. http://csd.
informatik.uni-oldenburg.de /tea ching /fp _realzeitsys _ws0001/
result/eindex.html , 2001.

Gerhard Sdchellhorn, Andreas Thums, and Wolfgang Reif. Formal fault tree
semartics. In Proceedings of The Sixth World Conference on Integrated
Design & Process Technology, Pasadena, CA,, 2002.

J. Tapken. Model-Checking of Duration Calculus Speci kations . PhD thesis,
Carl von Ossietzky Univ ersitat Oldenburg, 2001.

J. Tapken and H. Dierks. Moby/PLC { graphical developmert of PLC-
automata. In A.P. Ravn and H. Rischel, editors, Formal Techniques in
Real-Time and Fault-T olerant Systems 1998, volume 1486 of LNCS, pages
311{314. Springer Verlag, 1998.

[VGRH81] W.E. Veseley F.F. Goldberg, N.H. Roberts, and D.F. Haasl. Fault Tree

[ZHR91]

[ZHS93]

Handbook. Washington DC: US Nuclear Regulatory Commission, NUREG-
0492, 1981.

Zhou Chaochen, C.A.R. Hoare, and A.P. Ravn. A calculus of durations.
Information Processing Letters, 40(5):269{276, 1991.

Zhou Chaochen, M. R. Hansen, and P. Sestoft. Decidability and undecid-
ability results for duration calculus. In P. Enjalbert, A. Finkel, and K. W.
Wagner, editors, STACS 93, 10th Annual Symposium on Theoretical Aspects
of Computer, volume 665 of LNCS, pages58{68, 1993.



Combining Real-Time Model-Cheding and Fault Tree Analysis 541

A Complemen t-Construction for Sequence-Pattern

We give a construction for the complemen of an automaton corresponding to
the sequencepattern 3 (d ;e a1 “;dze™a, ~  bp;iii;dg,eMag 1

© by ;;dnetay )and ~ ; falsefor alli 6 j. The caseswhere the
relation < occurs are analogous.This caseis simpler than the more generalone
whereonly ;~ i+  falseis required. But the sequencesvhich occured in
the casestudy preserted in this paper were of this simpler type. For eat state
assertion ; which occursin the given sequencewe create four states.

{ pi which istakeni the assertion ; holds and the sequenceaip to ; hasnot
yet beenseen.

{ p; which is takeni the assertion ; holds and the sequenceup to ; has
beenseen.

{ pi< i holds and the duration is too short.

{ pi> i i holds and the duration is too long.

Additionally wehaveastate peise Which istakeni nostate assertionin  1;:::;
holds. Let As = (P;E; C;cl;s;d;Pg): The state spaceand transition relation is
de ned by

ELfp ! Pji6jgl fpi! p<ji€jgl fpi! p>ji6jg[ fpi! Pesed
[ fpi! PO
[ fpi< ! pijigjg[ fpic ! pj<ji6jg[ fpic ! pj>ji6jg
[fpi< ! pelseg[ fpi< ! P19
[ fp>! pii6jol fp- ! p<jii6jg[ fps ! p>ji6jg
[ fpi> ! Pesed[ fp> ! PO
[fp ! pagi(i+1)<ng[ fp ! pji6jri+16jg[ fp ! p<ji6jg
[fp ! p>Ji6jgl fpi! P9l TP ! Peised
[ fpeise ! Pig[ fPetse! Pic [ fPetse ! P> O[ fPeise ! P10

We assaiate exactly one clock to eadt state. The state assertionsfor eat state
and the initial states and the assignedclock intervals are de ned as follows.

8
) . - n 8
% I ::S:gl E[h,e.] if p= pi
I i | o [haei] pr: pi
S(p)zg i pr: Pi< d(p)=§(0h) ifp: "
i if pP= ps> . ,. ! - ?<
: W'n:1 i If P= Peise (e1;1] ifp=p»

o
Po = fP2;iiiiPniPyiPiciiiiiPos iP2> 31 5 Pn 1)> ; Pelsed



